NHOPOPMAIIMOHHASA ITAMATKA JJIAA OBYYAIOHINUXCA

C KaxapIM TOJOM MOJIOACKH B HWHTEPHETE CTAHOBUTCS OoJiblle, a
IIKOJIbHUKM OJHU W3 CaMbIX AKTHUBHBIX MoOJib3oBaTtened Pynera. Mexnay tew,
MIOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEW, MHTEPHET HECET W MPOOJICMEI.
DTa maMsgTKa JOJKHA TOMOYb Tebe 0e30IMacHO HaXOAUThCS B CETH.

KomnbrorepHbie BUPYChI

KoMmbroTepHslid BUPYC - 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX MpPOrpamw,
OTIIMYUTEIBHON OCOOEHHOCTBIO KOTOPOM SIBJISIETCSL CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTH WM MOJHOCTHIO YHUUTOXKUTh
BCe (pailsibl U JaHHBIE, OJKOHTPOJBHBIE MIOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3alylieHa 3apaK€HHas IIporpamma, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXKHUTH
OIEpaIlOHHYIO CUCTEMY CO BceMH (aiiiamu B 1esoM. B OOJIBLIIMHCTBE CilydaeB
PacIpoCTPaHAIOTCS BUPYCHI UEPE3 UHTEPHET.

MeToabl 3a1UThl OT BPEAOHOCHBIX TPOrPAMM:

1. MHcnonws3yldi COBpEMEHHBIE OINEPALMOHHBIE CUCTEMBI, HMEIOIINE
CEpbE3HBII YPOBEHB 3alIUTHI OT BPEIOHOCHBIX IPOrPAMM;

2. IlocTossHHO ycTaHaBnuBaid mnadtd (LUUQPPOBBIE 3aIlIATKA, KOTOPHIE
ABTOMATUYECKM YCTAaHABJIMBAIOTCS C LIETIbI0 JAOPaOOTKM HPOrpaMMbl) U JApYyrue
OOHOBJICHUSI CBOEW omnepanoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opurmanpHoro  caiita paspaborumka OC. Ecnum cymiectByeT  pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. Pabortaii Ha cBOeM KOMIBIOTEpE TMOJ MpaBaMM MOJIb30BaTENsA, a HE
aMUHHUCTpATOpa. OTO HE IMO3BOJUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrpaMm
MHCTAJUIMPOBATHCS HA TBOEM MTEPCOHATBHOM KOMITBIOTEPE;

4. Hcnons3yil aHTHBUPYCHBIE IPOTrPaMMHBIE MPOAYKTBI H3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpanunub HuU3NUECKU JOCTYN K KOMIBIOTEPY ISl IOCTOPOHHMX JIULL;

6. Mcnonp3yil BHELIHHE HOCUTENNU MH(OpMalnU, Takue Kak (hielika, TUCK
WK (aill U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB,;

7. He oTKpbIBali KOMIIBIOTEpHBbIE (ailyibl, MOJTYYEHHbIE W3 HEHAJEAKHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpbIE MpUcaan TBOM 3HaKOMBIN. Jlyuie yTounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI



Wi-Fi - aTo He BHJ Tiepeiaun JaHHBIX, He TEXHOJIOTHSI, @ BCETO JIUIIb OpPEHI,
mapka. Eme B 1991 roay Humepianjckas KOMMIaHHUS 3aperucTpupoBalia OpeH[
«WECA», uto o6o3Hauano cinoBocoueranue «Wireless Fidelity», kotopbiit
NEePEBOIUTCS KaK «OeCIpOBOAHAS TOUHOCTbH.

Jlo Hailero BpeMeHH JIoluIa apyras abOpeBuarypa, KoTopas sSBJISIE€TCS TaKOU
ke TexHosorued. Oto abOpesmatypa «Wi-Fi». Takoe Ha3zBaHme OBLIO JaHO C
HAMEKOM Ha CTaHIapT BbIclIeld 3BykoBoil TexHuku Hi-Fi, yto B mepeBoje
03HAYACT «BBHICOKAS TOYHOCTHY.

Ja, OecryaTHBIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAECTCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOrMe 3KCrepThl CUHTAIOT,
gyT0 obmeaoctynabsie Wi-Fi ceTu He sBisitoTcst 6€30macHbIMU.

CogeTsbl 110 0€301aCHOCTH Pa0OTHI B 00IIEIOCTYMHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro InuHyto nHpOpManmio gepe3 odmienoctynasie Wi-Fi
cetu. PaboTas B HUX, )KeJIaTeTLHO HE BBOJAWTH MAPOJH JTOCTYIIA, JIOTHHBI  KaKUe-
TO HOMEpA;

2. Ucnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE MPOTPaMMBI U OpaHamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonb3zoBanuun Wi-Fi oTkmoun ¢yHkuuio «OOmuUi gocTynm K
daiimam u mpuHTepam». JlaHHas (QYHKIUS 3aKphITa MO yMOJYAHHUIO, OIHAKO
HEKOTOPBIE MOJIb30BATENN aKTUBUPYIOT €€ /ISl yA00CTBa UCTIOIB30BaHUS B paboTe
uinu yueoe;

4. He wucnonw3yit nyonuunbii WI-FI nns mepegaum JuUYHBIX JaHHBIX,
HaIMpUMeED JIJISl BBIXOJA B COIIMAIIBHBIE CETH WX B AJICKTPOHHYIO MOYTY;

5. Ucnonb3y#t ToJIbKO 3amuiineHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-apeca BBOAM UMEHHO «https://»;

6. B mMoOuiabHOM Tenedone oTkmoun ¢yHkuuoo «Ilomkmodenne k Wi-Fi
apTomMaTnueckn». He pomyckail aBTOMAaTHYE€CKOrO MOAKIIOYEHHUS YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacusi.

CoununaJjbHbIe CeTH

ConuanbHble CETH aKTUBHO BXOJST B HAIy KU3Hb, MHOTHE JIFOJU PaboTatoT
U KUBYT TaM MOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIJITHAP]T YETOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJICH ILIaHeThl. MHOTHE ITOJIb30BaTEIN HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHas UMHU B COIIMAIBHBIX CETSAX, MOXKET
OBITh HalJileHa W HCIOJb30BaHA KEM YIOJIHO, B TOM YHCII€ HE 00s3aTEIbHO C
0JIaruMy HaMEpEHHUSIMHU.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COLIMAIBHBIX CETAX:



1. Orpannusp crucok apy3eid. Y TeOs B ApYy3bsSiX HE JOKHO OBITh
CIIy4allHbIX U HE3HAKOMBIX JIFOJEH;

2. 3amminaid CBOIO 4YacTHYIO Xu3Hb. He ykaspiBail maposu, TenedoHsl,
ajpeca, JaTy TBOErO0 POXICHUS M JIPYyTyl0 JHUYHYI0  HHGOPMAIHIO.
3110yMBIIICHHUKHA MOTYT UCITOJIB30BaTh JakKe HH(POPMAIIUIO O TOM, KaK Thl U TBOU
POJUTENH TIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3ammiail cCBOIW pemyTaiuio - JIEpXKU €€ B YUCTOTE U 3ajaBail cebe
BOIIPOC: XOTEN OBbI ThI, YTOOBI APYTHE TOIB30BATEIIN BUACIH, YTO ThI 3arpy’Kaeiib?
[Togymaii, mpeskJie 4eM 4TO-TO ONMyOJIUKOBATh, HAIUCATh U 3arPy3UTh;

4. Ecny Thl TOBOPHULIB C JIOABMH, KOTOPBIX HE 3HAClIb, HE UCIOJIb3YIl CBOE
peajgbHOe UMS U JIPYTYIO JTUYHYI0 WH(OpMAIUU: UMs, MECTO >KUTEJIbCTBA, MECTO
y4eObl U poYee;

5. U36erait pasmemienus gororpaduii B UuTepHeTte, rae Thl U300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OINPEAEIUTh TBOE MECTOIIOJIOKEHHE;

6. Ilpu peructpauuu B COIMATBLHOM CETH HEOOXOAMMO UCIIOIb30BaTh
CJIOHBIE TIAPOJIH, COCTOSIUE U3 OYKB U IIU(P U C KOJTUIECTBOM 3HAKOB HE MECHEE
8;

7. Jns  conuanmpbHOM CETH, TOYThl W JPYruX CaWTOB HEOOXOAMMO
UCITI0JIB30BaTh pa3Hble nmapoyu. Toraa ecinu Te0s1 B31OMAIOT, TO 3I0YMBIIIEHHUKA
MOJIy4aT JOCTYI TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

JJIEKTPOHHBbIE ICHbI'H

DNEeKTPOHHBIE JEHbIUW - 3TO OYEHb YAOOHBIM CHMOCOO IIIATEXKEW, OJHAKO
CYILLECTBYIOT MOLLIEHHUKH, KOTOPBIE XOTAT NOJIYYUTh 3TH JEHBIH.

DNEKTPOHHBIE IEHBI'M MOSIBUIIMCH COBCEM HEJJABHO M UMEHHO U3-3a 3TOr0 BO
MHOTHX T'OCYyAapCTBax J0 CUX MOP HE MPOIMCAHO MPO HUX B 3aKOHAX.

B Poccuu sxe oHU (YHKIMOHUPYIOT U O HUX YK€ MPOMKCAHO B 3aKOHE, TJe
WX pa3leisioT Ha HECKOJIbKO BHUJIOB - aHOHUMHBIE U HE aHOHMMHbIE. Pa3zHuna B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpOBOAUTh onepaiuu 6e3
UJACHTUGUKALIMK ~ TOJb30BaTENs, a B HE AHOHUMHBIX HJEHTU(DUKAIUS
MOJIb30BATEIS SIBJIAETCS 00S3aTENBHOM.

Taxxe crnemyer pasnuyaTh OJJIEKTPOHHBbIE (HUATHBIE JEHBIU (PaBHBI
rOCyJapCTBEHHBIM BajJlOTaM) M 3JEKTPOHHbIE He(UaTHbIE OEHBIM (HE pPaBHbI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHON padOTe C AAEKTPOHHBIMU JI€HbIAMU:

1. IlpuBssku K cyeTy MOOWIBbHBIA TeneoH. DTO camblii yHOOHBIM U
OBICTpPBII crnoco0 BOCCTAHOBUTH JOCTyn K cueTy. IlpuBsizanHblil TenedoH



MIOMOXET, eClu 3a0yAellb CBOM IUIaTEeXHBIA Mapojib WM 3alJellb Ha CalT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Hcrnone3yii omHopasoBble maposid. llocime mepexoma Ha yCHIICHHYHO
aBTOpU3alLlMI0 TeOe y)Xe He OyIeT yrpokaTh ONAcHOCTh KpaKu WJIM IepexBara
IIJIATEKHOTO MAPOJIS;

3. BoiOepu cnoxsblii maponb. [IpectynmHukam Oyner HE MpPOCTO yrajaarhb
CJIOKHBIN Mapoiib. HaxexHple maposm - 3T0 Mapoyu, KOTOPBIE CONEPKAT HE MEHEE
8 3HAaKOB M BKIIOYAIOT B ceOs CTPOYHbIE U TMPOIMHUCHBIE OYKBBI, HUDPHI H
HECKOJIBKO CMBOJIOB, TaKM€ KaK 3HaK J0JuIapa, PyHTa, BOCKJIULIATENbHbIN 3HAK U
t.11. Hanpumep, «$tROng!»;

4. He BBOIM CBOM JIMYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE JOBEPSIEILIb.

JJIeKTPOHHAA MOYTa

DJIEKTPOHHAS I0YTa - 3TO TEXHOJOTHS U NMPEIOCTABIIEMBIE €10 YCIYTH IO
NEPECHUIKE U MOJTYUYEHUIO AIEKTPOHHBIX COOOIIEHUI, KOTOPhIE paCIpeaeaiOTCs B
KOMIBIOTEpHOM ceTu. OOBIYHO 5SJIEKTPOHHBIM MOYTOBBIA SIIUK BBITJISIAUT
CJIEYIOIUM 00pa30oM: UMsI_I0JIb30BATENA(@UMs_JIoMeHa. Takke KpoMme nepeiauu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTh MepeaBaTh (ailibl.

OcHOBHBIE COBETHI IO 0€30IaCHOM PadOTE C IIECKTPOHHON MOYTOM:

1. Hago BbIOpaTh NpaBHIIbHBIA TMOYTOBBIA cepBUC. B uHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIE€ IOBEPATH TEM,
KOTO 3HA€IIb U KTO TIEPBBIN B PEUTUHIE;

2. He yka3bpiBail B TUYHOM mouTe JUUHYI0 HHbopMaruto. Hanpumep, mydiie
BBIOpATh «MY3bIKaJIbHBIN (panat@» numm «pok2013"» Bmecto «Temal3y;

3. HMcnonp3yli IBYX3TalmHYK aBTOPU3ALMIO. DTO KOrJa IMOMUMO IapoJis
HY>KHO BBOJUTb KOJI, TpUChUIaeMbIil o SMS;

4. Be10bepu CI0XKHBIN Taposib. [[J1s1 KaX10ro mMOYTOBOIO SIIIMKA JOJKEH ObITh
CBOW HAJEXKHBIN, YCTOWYUBBIN K B3JIOMY [1apOJib;

5. Ecimu ectp BO3MOXHOCTH HamucaTb CaMOMY CBOM JIMYHBIM BOIIPOC,
HCTIOJIB3YH 3TY BO3MOXHOCTb;

6. Hcnonb3yil HECKOJIBKO TMOYTOBBIX SIIMKOB. IlepBblid 1y 4acTHOM
NEPENUCKU C aJpecaTaMi, KOTOPbIM Thl JOBEPSACHIb. DTO JEKTPOHHBIA aJIpeC HE
HAJI0 UCTIOJIb30BaTh MPHU PETUCTPALIUU Ha (popyMax U calTax;

7. He oTkpsbiBail ¢aiiibl U Apyrue BIOKEHUS B MUCbMAaX, AK€ €CIH OHU
IOPUIIIIA OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOe ATH
Gbaiinsl;

8. Ilocne okoHuaHusi paOOThl HAa MOYTOBOM CEpPBUCE MEpPENl 3aKPHITUEM
BKJIQJIKU C CAiTOM He 3a0yab HaxaTh Ha «BeriiTmy.



KuoepOyjmHr ujin BUPTyaJbHOE H3/1€BATEIbCTBO

KubepOymnuHr -  mpeciiejoBaHME  COOOILEHUSMHU,  COAEpK AWMU
OCKOpOJIeHMs, arpeccuro, 3aIyTMBaHUE; XYJIUTaHCTBO; COLIMAJIBHOE
OOMKOTHPOBAHUE C TOMOULIBIO PA3IMYHBIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 110 60pHOE ¢ KHOSPOYIITMHTOM:

1. He Opocaticsa B 60ii. JIyummii crioco0: MOCOBETOBATHCS KaK ceOsl BECTH W,
€clii HEeT TOro, K KOMy MOKHO OOpaTHThCs, TO BHadalle YCIOKOUThCA. Ecimu Thbl
HaYyHEIIb OTBEYaTh OCKOPOJEHMSIMHM Ha OCKOPOJIEHUS, TO TOJBKO elle Ooublie
pa3oXxKelb KOH(IUKT;

2. Yupapisi cBoet kubeppemyTraiuei;

3. AHOHMMHOCTh B ceTH MHUMAas. CylIEeCTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOMT 32 AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJHMraHCKMU 0Opa3 BUPTyalbHOH >ku3HU. MHTepHeT
(GuKCUpyeT BCce TBOM JEUCTBHS M COXpAHSIET UX. YJAIUTh UX OyIeT KpaiiHe
3aTpyIHUTEIIBHO;

5. Cobmroail CBOIO BUPTYaJIbHYIO YECTh CMOJIOY;

6. UrHopupyii enuHuuHblii HeraTuB. OJHOpPA30BblE OCKOPOUTENIbHBIE
cOoOOIIeHHUsT Jydyllle WrHopupoBath. OOBIYHO arpeccusi MpeKpamiaercss Ha
HavaJIbHOM CTaJuu;

7. ban arpeccopa. B mporpamMax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKMPOBKM OTHPABKUA COOOIIEHHUI C
OIPENIECIICHHBIX aJPECOB;

8. Ecnu 11 cBUaeTens kubepOymmuHra. TBou NeiCTBUS: BBICTYIIUTh IPOTUB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JCWCTBUS OLICHMBAIOTCS HETaTUBHO,
HNoJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTHYECKass IMOMOIb, COOOIUTH
B3pOCJBIM O (PaKTe€ arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpemenHble cMapT(HOHBI U TUIAHIIETHI COJEpKaT B ceOe BIIOJIHE B3POCIIbIi
(GyHKIIMOHAJ, M TeHepb OHU MOTYT KOHKYpPUpPOBaThb CO CTallMOHAPHBIMU
KoMmnbioTepamMu. OHAKO, CPEACTB 3aLIUTHI JIJIsl TOJTOOHBIX YCTPOUCTB MOKA OYEHBb
Mano. TecrupoBaHWe M TIOMCK YSA3BUMOCTEHl B HHMX IHPOMCXOJUT HE Tak
MHTEHCUBHO, Kak 17 [1K, To jxe camoe kacaeTcst U MOOMJIbHBIX MPUITOKEHHM.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ MNPaKkTUYECKH JIOTHAIU
HACTOJIbHBIE AHAJIOTH, OJHAKO pacuMpeHue (QyHKIMOHAjda BJIEYET 3a COOOM
OOJIBIIYIO CJI0KHOCTh U MEHBIIYIO 3aIUIIEHHOCT.



Jlaneko He BCe MPOM3BOAMTENHN BBIMTYCKAIOT OOHOBJICHMS, 3aKPHIBAIOIINE
KPUTHUYECKHE YSI3BUMOCTH ISl CBOMX YCTPOWCTB.

OcHOBHBIE COBETHI JUIsl 0€301aCHOCTH MOOMIIBHOTO Tesle(hoHa:

Hudero He saBisercs nmo-HacToseMy OecruiaTHbIM. Byap ocTopoxkeH, Beab
Korja tebe mpenaraioT OecraTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO IUIATHBIE YCIYTH;

JHymaii, npexe ueM otnpaButb SMS, ¢oto miam Buaeo. Thl TOUHO 3HACIID,
r7e OH1 OyTyT B KOHEYHOM UTOTE?

Heo0xoaumMo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOIPaMMBI ISl MOOMJIBHBIX TeJIE()OHOB;

He 3arpyaii mpwIoKeHUsI OT HEU3BECTHOIO MCTOYHUKA, BEJb OHU MOTYT
COJEPIKATh BPEJOHOCHOE ITPOrPaMMHOE 00ECIIEUEHUE;

[locne Toro Kak Thl BBIMJEIIb C CaliTa, I/i€ BBOAWJ JIMYHYIO UH()OpPMALHUIO,
3aiiin B HACTPOIKK Opay3epa u yaainu cookies;

[lepuonnuecku MpoBepsii, KAKUE MIIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM
HOMEDE;

JlaBail cBOM HOMEp MOOWUJIBHOTO Tele(OoHa TONBKO JHOASM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth nmomkeH ObITH BBIKIIIOUEH, KOTZa Thl UM HE MoJb3yemibes. He
3a0bIBail MHOTIa TPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHbBIE  OHJIAMH-UIPBI - 3TO  KpPacOYHbIC, 3aXBaThIBAOLIUE
pa3BieUeHUsl, OOBEIUHSAIONIME COTHU ThICSY 4YEJOBEK MO BceMy mupy. Urpoku
UCCIIEYIOT JaHHBIM UM MHp, OOLIAIOTCS APYr C JIPYrOM, BBIOJHSIOT 3a/laHus,
CPKAlOTCSI C MOHCTPAMHM W TOJY4YarOT ONBIT. 3a YAOBOJBCTBUE OHM ILIATAT:
MOKYMNAaloT JUCK, OTNIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce 3T cpencTBa uayT Ha NOAEPKAHUE U PA3BUTHE UI'PHI, 4 TAKKE HA CaMy
0€30MacHOCTh: COBEPILIEHCTBYIOTCS CUCTEMbl aBTOPU3ALIMH, BBIITYCKAIOTCS HOBBIE
naTuu (UQpPOBbIE 3aIIaTKU I IPOrPaMM), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoGHBIX urpax CTOMT oOmnacaTbCsi HE CTOJBKO CBOMX COIEPHHUKOB,
CKOJIBKO KpaXM TBOErO I1apoJis, HA KOTOPOM OCHOBAaHA CUCTEMa aBTOPHU3ALUHU
OOJBIITMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOTO aKKAYHTA:

1. Ecnu npyroit Urpok BeieT ceds MI0X0 WM CO3JaeT TeOe HEMPHUSTHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxkanyiicss agAMUHUCTpATOpaM UIPbl Ha IUJIOXOE€ IOBEAECHHE 3TOrO
UIPOKA, JKEJIATENBHO MPUIIOKUTh KAKUE-TO JOKA3aTEIbCTBA B BUJE CKPUHOB,;



3. He ykaspiBaiil muunyto nHGopMaiuio B mpodaiiie urpsl;

4. YBaxkall Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranapnuBaii HeopuimaabHbIe TATYH U MOJIBI,

6. Vcrionb3yii CIOKHBIE ¥ pa3HbIE MapOJIH;

7. Jaxe BO BpeMsi UIPbl HE CTOWUT OTKIIOYaTh aHTUBHpYC. [loka TbI
WTPacIlib, TBOM KOMIIBIOTEP MOTYT 3apa3HTh.

OUINUHT WIH Kpaika JIMYHbIX JAHHbIX

OOBIYHOM KpaKkell JeHeTr U JTOKYMEHTOB CETOIHS YK€ HUKOTrO HE YJIMBHIIIb,
HO C pa3BUTHEM HWHTEPHET-TEXHOJOTUN 3JIOYMBIIUICHHUKH IEPEMECTUINCH B
WHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA " MIOOMMBIM" JIEIOM.

Tak mosiBWIIaCh HOBasi yrpo3a: WHTEPHET-MOUIEHHUYECTBA WM (DUILIUHT,
IJIaBHAsl 1E€Jb KOTOPOTO COCTOUT B MOJYYEHUU KOH(MUICHIMAIBHBIX JTaHHBIX
M0JIb30BaTENEN - JTOruHOB U maposieid. Ha anrmmiickom si3bike phishing uurtaercs
kak ¢umuHr (0T fishing - peiOHas noBs, password - mapoib).

OcHOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl moJi03peBaelib, YTO TBOSI aHKETa
OblTa  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKHUpOBaTh €€ W COOOUIMTH
aJIMUHHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonw3yii 6e30macHbie BeO-CaliThl, B TOM YKCJI€, MHTEPHET-Mara3uHoB U
MOUCKOBBIX CUCTEM;

3. Ucnonw3yit ClOXKHBIE M pa3HbIe Mapoyid. Takum oOpa3oMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJy4aT JIOCTYI TOJBKO K OJHOMY TBOEMY
po U0 B CETH, a HE KO BCEM;

4. Ecnu Tebs B3JIOMaiM, TO HEOOXOAMMO TMPEAYNpPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J0OABJIEHBI Y T€Os B APY3bsiX, O TOM, YTO T€OS B3JIOMAJH H,
BO3MOYKHO, OT TBOETO UMEHH OYJET pacchlIaThCsl CllaM M CChUIKA Ha (PUITMHTOBbBIE
CAWTHI;

5. YcranoBu HaaexHbii napois (PIN) Ha MoOWIBHBIN TenedoH;

6. OTKIII0OUM COXpaHEHUe MapoJis B Opaysepe;

7. He oTkpbiBail (aitibl U Apyrue BIOXKEHHS B MUChMax, JaXe €CId OHU
MPUIIUTM OT TBOUX Jpy3eu. Jlyuie yTouHM y HHMX, OTIPABISUIM JIM OHU TeOE ATH
(baibl.

Mudposas penyrauus



[udpoBas penyTtauus - 3TO HEraTUBHAs WM MO3UTHBHas MHQOpMAIUS B
cetu o tebe. Kommpomerupytomass uHpopmManus, pa3MeElICHHAas B WHTEPHETE,
MOJKET CEpPhE3HBIM O00pa30M OTpa3uUThCS Ha TBOEH peasibHOM xu3HU. «Lludpposas
penyTranus» - 3T0 TBOW UMM, KOTOPBIA (opMupyercst u3 uHpopmanuu o Tede B
UHTEPHETE.

TBoe MecTo IKUTENhCTBA, Yy4eObl, TBOE (PHUHAHCOBOE TOJOXKCHHUE,
0COOCHHOCTH XapaKTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue MmOAPOCTKH JIETKOMBICICHHO OTHOCATCA K MyONHMKAaIMHM JHMYHOM
uHpopManuu B MHTepHETE, HE MOHMMAsl BO3MOXKHBIX IocyeAcTBUil. Thl naxke He
CMOXKeIIb JOorafaTrbcs O TOM, 4TO ororpadus, pa3MelleHHas 5 JeT Ha3al, cTajia
NPUYUHON OTKa3a NIPUHATH TeOsI Ha paldoTy.

KommenTapuu, pazmenieHue TBoux (poTorpapuii U Jpyrue AeUCTBUS MOTYT
HE MCYE3HYTh JaXe IO0CJE€ TOro, KaKk Thl MX yJajdullb. bl HE 3HACIIb, KTO
COXpaHWwI 3Ty HWHQPOpPMALMIO, Ionajga JU OHA B IIOMCKOBBIE CHUCTEMBI H
COXpaHWIACh JIM OHA, a TJABHOE: YTO MOAYMAaKT O TeO€ OKPYKAaIoIIHUE JIOJH,
KOTOpbI€ HaWAYT U yBUAAT 3T0. Haiitu nHopmannio MHOIO JIET CILyCTSI CMOKET
JTr000H - Kak U3 10OpbIX NOOYKIEHUH, TaK U C HAMEPEHUEM IIPUYUHUTE Bpea. ITO
MOJKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI 1O 3aIIUTE LHUPPOBOK PEMYTALIUU:

1. ITogymaii, mpexzae yeM 4yTo-To MyOJMKOBATh U MepeaBath y ceds B Oyiore
WJIN B COIMAJILHOM CETH;

2. B Hactpoiikax mpoduiis yCTaHOBH OTPaHMYEHHUS HA MPOCMOTP TBOETO
npouiIs ¥ ero CoEepP>KUMOT0, ClIeai ero TOJbKO s ApYy3eil»;

3. He pa3memaii u He yka3biBail HH(pOpMAIMIO, KOTOpask MOXKET KOTo-JI100
OCKOPOJIATH MJIH OOMKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IIKOJBHUKH - AaKTUBHbBIE [OJB30BATENM  IU(PPOBOroO
npoctpaHcTBa. OAHAKO JANEKO HE BCE 3HAIOT, YTO I0JIb30BAHUE MHOTMMU
BO3MOXKHOCTSIMM  LM(poBOro  Mupa TpeOyeT  coOmoAeHuss TmpaB  Ha
UHTEIJICKTYalIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTBY» OTHOCHUTCS K Pa3IUYHBIM
TBOPEHHUSIM YEJOBEUECKOr0 yMa, HayMHas C HOBBIX HM300pPETEHHUN M 3HAKOB,
0003HayaloIMX COOCTBEHHOCTh HA MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTaMH,
dboTorpadpusiMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEIACHUSMU.

ABTOpCKHE MpaBa - ATO MpaBa HA MHTEIUIEKTYyaJIbHYI0O COOCTBEHHOCTb Ha
IIPOU3BENICHUS HAYKH, JTUTEPATyphl U UCKyCCTBA. ABTOPCKHE IpaBa BBICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEJUIEKTYaJlbHBIN/TBOPUECKHM TPy aBTOpa HE



OyAeT HampacHbIM, JacT €My CIIpaBeAJIMBbIE BO3MOXHOCTH 3apaloTaTh Ha
pe3ysibTaTax CBOEr0 TpyAd, MOJYYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 0Oe3
paspemieHuss aBTOpa HE  MOXET  BOCIHPOHU3BOAWTH €r0  IPOU3BEACHHE,
pacnpocTpaHsATh, MyOJUYHO JEMOHCTPUPOBaTh, IPOJABaTh, HMIIOPTHUPOBATH,
MycKaTh B MPOKAaT, MyOJIMYHO HCIONHSATH, MOKA3bIBATH/UCHIONHATE B dUpe WIU
pasmemars B MHTEpHETE.

Hcnonb30BaHne «MUPATCKOTO» MPOTPAMMHOTO  OOECIIEUEHHS] MOXKET
IIPUBECTM K MHOTMM pHCKaM: OT IOTEPU JNAHHBIX K TBOUM aKKAayHTaM JI0
OJIOKUPOBKHM TBOETO YCTPOICTBa, I/Ie€ YCTAaHOBJIEHA HellerajpHas nporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYILIECTBYIOT JIETaJIbHble U OECIUIaTHbIE MPOTrPaMMBI,
KOTOPBIE MOKHO HAalTH B CETH.

O nmopraJe

CeteBUUOK.p( - TBOM INIABHBIN COBETUYHMK B CETH. 37€Ch Thl MOXKEIIb Y3HATh
0 0€30MacHOCTH B CETU MOHSTHBIM U JOCTYIIHBIM SI3bIKOM, a MIPU BOSHUKHOBEHUU
KPUTUYECKON CHUTyalluu OOPAaTUTHCS 3a COBETOM. A TaKkXe MPUHATH y4yacTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !



